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This Month’s Headlines
• How failing to respect Covid-19 social distancing rules can
cost you your reputation and maybe your business
• EasyJet faces £18bn bill for data breach (claim giddy 'no win,
no fee lawyers)
• eCommerce firms cut more slack as Strong Customer
Authentication payment rules are delayed (again)
• Big drop in nuisance calls, says Ofcom research
• Vodafone generate twice the broadband industry average
level of customer complaints, EE & Sky less than half
• Lord Sugar's cheeky advertising tweet turns sour
• Travel and flight refund disputes drive surge in consumers'
C19 complaints
• CMA blocks merger to ensure creps* price competition
• Scam tech support firm fined £500,000 for illegally calling
consumers
*me neither, but I looked it up

We're going through a time of momentous changes in terms of how to
acquire, retain and service customers. Regulators are moderating some of
their expectations and requirements on organisations, but none have
changed their rules and standards. Navigating compliance rules and
regulations may be about to get even more tricky.

Welcome to our 12th newsletter:

Breaches Are Back
After wondering last month where all the data
breaches had gone since the advent of Covid-19,
it seems that normal service has been resumed.
EasyJet has finally revealed the details of a
criminal data hack which exposed the data of 9
million customers.

Even though the bulk of data exposed was just email addresses (excluding c.2,000
customers whose payment card details were leaked) the 'no win, no fee' law firms
have identified an opportunity. With a claimed potential payout of £18 billion, lots
of EasyJet customers will be attracted by ads like this, placed at the top of the
Google results for a "easyjet data leak" search:

£2,000 compensation for having your email breached by EasyJet?
Well, I doubt it, but a few optimistic - and presumably well-funded law firms keep plugging away at this, hoping for big payouts in the
wake of corporate data breaches.
Good luck to them!
Meanwhile, Back in the Real World...
The ICO has yet again said it's
delaying finalising the size of the fines it will
actually impose on BA and Marriott for their
respective data breaches - but those in the
know say it will be nothing like the figures the
ICO announced last year.
ICO Enforcement
There have been no enforcement actions from the ICO in the past month and it's
reasonable to expect there won't be any in the world of marketing and customer
acquisition & service for a while yet.
Health & Data
Privacy Laws & Business research has found that “60% of organisations that took
part in PL&B survey are collecting data about employees' health status and
possible symptoms of Covid-19”
Personal data relating to health is classified as Special Category data under the
GDPR and UK Data Protection Act so needs to be handled with extra care.

Reassuringly, collecting and processing your employees' Covidrelated health data is probably legal and compliant, as long as you
follow the rules and do it the right way.
The ICO’s guidance is here: https://ico.org.uk/global/dataprotection-and-coronavirus-information-hub/data-protection-andcoronavirus/workplace-testing-guidance-for-employers/

Office Tetris or How to Return to Work Safely
David Freedman of Confero has written a quick guide to getting staff back
into the workplace safely. It's available on the DMA website - and
includes and explanation of "office Tetris", something we may all become
familiar with in the months to come.

The government has published advice on how to safely get staff back into
office environments, summarised in this pledge poster.

And why's all this important? Because if you don't follow the rules you could end
up suffering a PR disaster and losing precious client business:

The Competition and Markets Authority
(CMA)
The CMA's update on the work of
its COVID-19 taskforce to monitor
companies’ misbehaviour during the
pandemic has revealed that 75% of
complaints have been related to holiday
and airline refund issues.

Meanwhile JD Sports' proposed takeover of Footasylum has been blocked
by the CMA as it deemed a merger would diminish competition in the overpriced trainer market.

“People receiving fewer nuisance calls, but more work to do" – Ofcom
Ofcom’s latest research shows that fewer consumers are receiving ‘nuisance calls’
now than they did in 2017 – a drop from 3 in 5 to 2 in 5 for landlines and a 10% drop
to 37% on mobiles.
This is no doubt due to a variety of reasons – increased regulations, the adoption of
call blockers, the demise of PPI claims and better commercial opportunities online –
but is good news for many in lockdown.
Quarterly Complaints Data
Ofcom has published its quarterly complaints data for the period Oct to Dec 2019.
“Due to Covid-19 disruption...” Ofcom hasn’t produced an accompanying report and
commentary.
If they can’t be bothered I’m sure we can’t either.
If you’re feeling keen, you can access the raw report data here.
Overall there are no significant shifts in complaint volumes, but massive variations in
long term performance between suppliers remain – i.e. Sky and EE attract less than
half the sector average complaints for Broadband, Vodafone more than double.
The ASA (Advertising Standards
Authority) continues to highlight how
marketers still struggle to clearly label
adverts on social media. And this
months it's everyone's
favourite former knight, Lord Sugar,
who's in trouble.
His tweet about a tooth whitening
firm of which he's a
major shareholder wasn't clearly
labelled as an #ad (as it should have
been).

Fortunately, clear guidance in the form of an infographic flowchart is available
from the ASA:

Payments

Significant news for any organisation
involved in selling goods and services online
as the FCA has announced a 2nd delay (after
last Summer’s) to the introduction of SCA
(Strong Customer Authentication) to online
purchases.

All's quiet from Ofgem this month - and it's
been a little while since an energy provider
has folded.
Give it time; give it time.

The PSA continues to come down hard on rogue mobile phone service firms,
despite the C19 crisis.
Usually, the firms which find themselves under investigation by the PSA do so
for ignoring their customers while continuing to bill them (usually for services
they don’t know that they’ve bought). However, in a turn up for the books Irich
Info Technology – which nominally provided an IT technical support service for
£2.50 per minute via premium rate numbers - has been fined £500,000 and
ordered to pay refunds as a result of proactively contacting consumers (without
their consent) and fraudulently encouraging them to call the premium rate line.
The example complaints below show that Irich didn’t even pretend to be calling
about IT technical support:

No news from the Fundraising Regulator, this
month.

Before you go
Are we on the right lines? Or would a different approach make sense in these
changeable times? Who and what else would you like to see covered in
future monthly newsletters about the world of regulation and compliance as it
affects customer engagement?
Let us know at hello@channeldoctors.co.uk
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Subscribe here http://eepurl.com/gqxzw5 and you will
receive next month’s edition direct to your in-box in late
June

